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Key Agreement Protocols

Classical

Post-quantum

Quantum
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Classical

Based on hard problems from number theory (DH, DL)

No mathematical proof

Hope it will work
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Diffie-Hellman (DH)

Public parameters:
g, p

Alice

a ∈R {2, . . . , p − 2}

A = ga mod p

K = (B)a = gba

Bob

b ∈R {2, . . . , p − 2}

B = gb mod p

K = (A)b = gab

A

B
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Security of DH

Conjecture

Given g, p, ga and gb there is no known efficient algorithm for
computing gab

Conjecture

Given g, p and g x there is no known efficient algorithm for
computing x
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Why do we need anything else?
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Post-quantum

Based on hard problems from number theory (lattice
problems)

No mathematical proof

Hope it will work

Different problems - same philosophy
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Quantum

Based on quantum effects (collapse of the probability wave,
entanglement, etc)

No need for a mathematical proof

It works
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BB84

1https://www.cse.wustl.edu/ jain/cse571-07/ftp/quantum/
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Neural Key Exchange
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Tree Parity Machine (TPM)
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Tree Parity Machine

Definition

Two TPMs are synchronized if their sequences of weights are
identical
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Neural Key Agreement - In Theory

Based on the synchronization of two TPMs

No number theory assumptions

Quantum secure
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Neural Key Agreement - In Practice

Geometric attack 1

Genetic attack 2

Majority attack 3

An attacker can recover more than 90% of the key just by listening
to the legitimate participants of the protocol

1Klimov, A., Mityagin, A. and Shamir, A., 2002, December. Analysis of
neural cryptography. In International Conference on the Theory and
Application of Cryptology and Information Security (pp. 288-298). Springer,
Berlin, Heidelberg.

2Ruttor, A., Kinzel, W., Naeh, R. and Kanter, I., 2006. Genetic attack on
neural cryptography. Physical Review E, 73(3), p.036121

3Shacham, L.N., Klein, E., Mislovaty, R., Kanter, I. and Kinzel, W., 2004.
Cooperating attackers in neural cryptography. Physical Review E, 69(6),
p.066137.
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Further improvements

Input with feedback 1

Output with errors 2

Trade efficiency for security

1Ruttor, A., Kinzel, W., Shacham, L. and Kanter, I., 2004. Neural
cryptography with feedback. Physical Review E, 69(4), p.046110.

2Allam, A.M. and Abbas, H.M., 2009, June. Improved security of neural
cryptography using don’t-trust-my-partner and error prediction. In 2009
International Joint Conference on Neural Networks (pp. 121-127). IEEE
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Anti Spiking Neural Tree Parity Machine P System
(ASNTPM P System)

SN P neuron model

K - the number of neurons from the hidden layer

N - the number of neurons from the input layer connected to
a single hidden neuron

L - the maximum value of a weight

1Plesa, M.I., Gheoghe, M., Ipate, F. and Zhang, G., 2022. A key agreement
protocol based on spiking neural P systems with anti-spikes. Journal of
Membrane Computing, pp.1-11.
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ASNTPM - Efficiency
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ASNTPM - Security
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Cryptography works with proofs

Formal adversary model

Formal security proof in that model
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We need a ”hard problem”

Classical key agreement protocols: DH, DDH, Factoring, DL,
etc

Post-quantum key agreement protocols: SVP, CVP, LWE,
RLWE, etc

Quantum cryptography: entanglement, no cloning, the
collapse of the probability wave, etc.

Prove that breaking the protocol is equivalent to solving a ”hard
problem”
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Neural synchronization as a hard problem

No hard problem is defined in neural cryptography

No formal adversary model

No formal security proof
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ASNTPM - constructing a hard problem

Problem

Can we design an efficient algorithm for synchronizing two
ASNTPMs without mutual learning?
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ASNTPM - constructing a hard problem

Our strategy

Treat every attack on TPMs as a possible algorithm for
synchronizing two ASNTPMs without mutual learning.
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ASNTPM - constructing a hard problem

Figure: Sync percentage of the attacker as K using the classical
synchronization algorithm

ρ (Π1,Π3) = 2.7K−0.83
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ASNTPM - constructing a hard problem

Figure: Sync percentage of the attacker as N using the classical
synchronization algorithm

ρ (Π1,Π3) = 0.49N−0.36
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ASNTPM - constructing a hard problem

Figure: Sync percentage of the attacker as K using the geometric
synchronization algorithm

ρ (Π1,Π3) = 0.91e−0.004K
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ASNTPM - constructing a hard problem

Figure: Sync percentage of the attacker as N using the geometric
synchronization algorithm

ρ (Π1,Π3) = 0.99e−0.003N
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ASNTPM - Conclusions

Like quantum but cheaper

Serious cryptography requires proofs, not intuition

We cannot rely on the simple fact that ”it works”
(Shamir told us why)

No previous work has attempted to do this
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